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Introduction

The Institute of Computer Science (ICS-HSG) includes eight research groups: Ar-
tificial Intelligence and Machine Learning, led by Prof. Dr. Damian Borth; Data
Science and Natural Language Processing, headed by Prof. Dr. Siegfried Hand-
schuh; Foundation of Computation, under the guidance of Prof. Dr. Anna-Lena
Horlemann; Interaction- and Communication-based Systems, directed by Prof.
Dr. Simon Mayer; Cyber Security, managed by Prof. Dr. Katerina Mitrokotsa;
Programming Languages, overseen by Prof. Dr. Guido Salvaneschi; Human-
computer Interaction, chaired by Prof. Dr. Johannes Schoning; and Software
Systems Programming and Development, led by Prof. Dr. Barbara Weber. Since
2023, professors Borth, Handschuh, Mayer, Mitrokotsa, Schoning, Weber, Hor-
lemann, and Salvaneschi have formed the board of Directors of the ICS-HSG.
Since February 2024, Prof. Salvaneschi has been the Managing Director ICS-HSG,
taking over this role from Prof. Mayer. The role of the Managing Director is a co-
ordinating one and it does not involve any authority to issue directives to other
members of the board of Directors.

Figure fl shows the key figures the Institute has achieved this year. We welcomed
50 more students to our courses, an increase of 30%. We also expanded our
range of courses by nine. We are pleased to report that twenty more publica-
tions were recorded on the Alexandria platform in the 2024 reporting year.

The research of ICS-HSG spans various areas, including deep neural networks,
language models, coding theory, cryptography, ubiquitous computing, au-
tonomous systems, cybersecurity, programming languages, human-computer
interaction, and software development. ICS-HSG’s research is highly interdis-
ciplinary and resulted in numerous publications in prestigious venues. The de-
tails of our research achievements are discussed extensively in the rest of this
document.

With this annual report, we provide an overview of the activities of the ICS-HSG
and its research groups in 2024. Further details and updated news are presented
on our institute website, https://ics.unisg.ch/
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Figure 1: Key Figures of the Institute for Computer Science for the year 2024.




Artificial Intelligence & Machine Learning
(AIML)Damian Borth

The Artificial Intelligence & Machine Learning lab led by Prof. Damian Borth
performs research on deep neural networks to make such models more robust,
more performant, and trustworthy when applied to real-world data.

The year 2024 was shaped by Prof. Damian Borth’s sabbatical research stay and
a further extension of international collaborations. Highlights of 2024 were (i)
the nomination of Prof. Damian Borth to become the “Eindhoven Al Systems
Institute (EAISI)” Visiting Professor at the Technical University of Eindhoven in
the Netherlands (ii) the call to become a visiting professor at the faculty of
the Paul G. Allen School of Computer Science & Engineering at the University
of Washington, Seattle, (iii) the SNF project acquisitions of the project “Hyper-
Representations: Learning from Populations of Neural Networks”, and (iv) the
successful graduation of two PhD candidates from the lab.

Team Members

The chair of Artificial Intelligence and Machine Learning has 9 members. In
2024, with Dr. Hamed Hemati and Dr. Konstantin Schiirholt, two PhD candi-
dates graduated successfully. Dr. Hamed Hemati finished his dissertation on
“Continual Learning from Meta-Learning Perspective: Data Stream, Model Archi-
tecture, and Strategy” and started a position at the Technical University of Ap-
plied Sciences in Stuttgart. Dr. Konstantin Schiirholt finished his dissertation on
“Hyper-Representations: Learning from Populations of Neural Networks” and
stayed as a post-doc at the lab to continue his research. With Timur Sattarov,
one PhD student successfully defended his PhD proposal. In his PhD committee,
Prof. Giulia Fanti from Carnegie Mellon University (CMU) serves as an external
examiner. In addition, PhD candidate Linus Scheibenreif went for an internship
with Google X in Mountain View, USA and Julius Schulte, who graduated in Com-
puter Science from ETH Zurich and USI Lugano, joined the lab in July 2024 as a
new PhD student. Finally, Assistant Prof. Michael Mommert, who was affiliated
with the lab, got an appointment as a full professor at the Technical University
of Applied Sciences in Stuttgart and left the lab.



Research

Given a successfully acquired SNF project, the AIML lab redefines its research
focus according to the following research areas (a) Representation Learning
of Deep Neural Networks, (b) Remote Sensing and Earth Observation, and (c)
Representation Learning of Tabular Data. In 2024, the lab got 7 publications ac-
cepted. This includes 5 conference publications, and 2 workshop publications.
Additionally, 4 working papers have been published.

In the research area “Representation Learning of Deep Neural Networks”, the
lab has made a significant breakthrough in scaling up the processing of neural
network weights toward large-scale models such as ResNets. The proposed Se-
quential Autoencoder for Neural Embeddings (SANE) approach does process a
windowed sequence of weights and is therefore not constrained by the origi-
nal length of the neural network model. This work has been published at ICML
in Vienna. Additionally, novel transformer model zoos have been generated to
prepare for the extension of weight space learning to transformer architectures.
To foster collaboration in this newly established research area, members of the
AIML lab have successfully proposed to organize a workshop at the ICLR confer-
ence I and extended collaborations to LMU Munich and Dartmouth University.

Having seen a significant shift towards foundation models in “Remote Sensing
and Earth Observation”, we have focused in 2024 on parameter-efficient fine-
tuning of these foundation models. Our work on light-weight LoRA adapter
training has been one of the first works in this area and was published at CVPR in
Seattle. With such mechanisms at hand, researchers can easily take advantage
of pre-trained foundation models, even if these models are not tailored towards
their desired downstream task. We have also published one of the first works
on diffusion for satellite data, active learning for self-supervised learning, and
multi-modal fusion of VQA systems in remote sensing.

In summary, members of the AIML lab published 11 papers including 5 confer-
ence publications, 2 workshop publications, and 4 working papers at top venues
such as ICML, IEEE CVPR, and IEEE IGRASS, These papers have been written in col-
laboration with authors of UC Berkeley and TU Munich. An overview of all pub-
lished work can be found at the Alexandria platform of the University of St.Gallen
B, As in the previous year, members of the lab were serving as areas chairs, tech-
nical program committee, and reviewers of international conferences (NeurlPS,

Thttps://weight-space-learning.github.io/
Zhttps://www.alexandria.unisg.ch/entities/person/Damian_Borth
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ICLR, ICML, IEEE CVPR, IEEE ECCV, ACM ICAIF), journals (Nature Communication,
IEEE TGSRS, Remote Sensing and Environment, Remote Sensing Letters), and
governmental funding programs such as the DFG.

Projects

In 2024, the lab successfully got an SNF project funded titled: “Hyper- Represen-
tations: Learning from Populations of Neural Networks”. This four-year project
will focus on representation learning of neural network models, a newly estab-
lished research area dubbed “weight space learning”. The project aims to exploit
such learned representations for multiple downstream tasks like the prediction
of model properties directly from the model’s weights, or sampling unseen neu-
ral network models without training.

The currently running SNF-funded project: “Self-Supervised Learning for Earth
Observation: Leveraging a wealth of multi-modal data” went into the second
year of work. Similar to last year, in 2024 the lab was again invited to organize a
tutorial about multi-modal, multi-task, and self-supervised learning at the IEEE
IGARSS conference in Athens, Greece. This tutorial was very well-visited and
allowed team members of the lab to present the results of the project.

Teaching

Given the sabbatical research stay of Prof. Damian Borth in the fall of 2024,
teaching took only place in the spring of 2024. For the Master of Science in Com-
puter Science (MCS), the AIML lab taught the “Machine Learning” course. For the
Bachelor of Science in Computer Science (BCS), the AIML lab taught the “Artifi-
cial Intelligence” course for the first time. Both courses took place in the spring
of 2024. Like in the previous year, in 2024 the “Deep Learning: Fundamentals
and Applications” course of the “Global Summer School for Empirical Research
Methods (GSERM)” was held in collaboration with Dr. Marco Schreyer. Concern-
ing bachelor and master thesis work, in 2024, the lab has supervised six master
theses and co-supervised two more. Out of these, three led to publications at
IEEE IGRASS conferences and one led to a publication at an AAAI workshop.

Lastly, members of the lab were active in multiple executive education programs
with invited sessions, full days, or full-week electives. In particular, the elective



course “Coding and Al”, which is held in collaboration with Prof. Barbara Weber
was executed in 2024 in both, the EMBA and IEMBA program of the University of
St.Gallen. Finally, Prof. Damian Borth in collaboration with Prof. Torbjgrn Net-
land from ETH Zurich held their course at the embaX joint executive education
program between the University of St.Gallen and ETH Zurich.

Outreach

The scientific work and expertise of the lab was highlighted and outlined in mul-
tiple events and articles in public media. One of the highlights of 2024 was the
opening discussion about “The Future of Artificial Intelligence” with Google’s for-
mer CEO and Chairman Eric Schmidt at his finca in Mallorca. Another highlight
was the invited keynote at the ICLR Workshop on Machine Learning for Remote
Sensing aiming to bridge remote sensing and weight space learning. The last
highlights of 2024 were the invited keynote at the German Data Science Society
GenAl workshop at LMU Munich and the invited keynote at the KI Forum der
Evangelische Volkspartei St.Gallen.

Additionally, multiple invited lectures or seminars at universities such as TU
Eindhoven, University of Washington, University of Michigan, University of Am-
sterdam, KU Leuven, German Research Center for Artificial Intelligence, (DFKI)
and multiple other invited talks at DAAD, Google Research Zurich, KI-Forum
der Evangelische Volkspartei St.Gallen, KI-Forum der Evangelische Volkspartei
Schaffhausen, Ehemalige Kantonsrate St.Gallen. In total, the AIML lab was able
to communicate its research in 17 invited keynotes, lectures, and seminars.

In 2024, Prof. Damian Borth hold positions at the Ringier Al Advisory Board to-
gether with Ringier Group CEO Marc Walder, Anna Mossberg, and Léo Steinacker
B Similarly, Prof. Damian Borth held elected positions at the board of the German
Data Science Society, and the board of Trustees at the Int. Computer Science In-
stitute in Berkeley, the Scientific Advisory Board of the Roman Herzog Institute,
and the Scientific Advisory Board of the DAAD IFI Program.

3https://www.ringier.com/ringier-nominates-ai-advisory-board/
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Data Science and Natural Language Processing,
Siegfried Handschuh

In 2024, our research efforts in the field of Natural Language Processing contin-
ued with a particular emphasis on Large Language Models (LLMs) and genera-
tive Al in general. These models have the ability to process natural language and
are widely used for a variety of purposes, including speech recognition, machine
translation, text summarization, and chatbots, among others. A prominent and
recent example of this technology is ChatGPT. Developed by OpenAl, ChatGPT
garnered significant attention towards the end of 2022, further fueling interest
in LLM research.

Research

Our focus in research is on the construction, interrogation, investigation, and
optimization of Large Language Models (LLMs). Despite their widespread usage
and extensive study, LLMs remain incompletely understood, often presenting
researchers with unexpected emergent capabilities. This necessitates a wide
range of inquiry, demanding substantial experimentation to enhance our un-
derstanding of their functions. The effort put into basic research is worthwhile
because these models are becoming increasingly ubiquitous and contribute to a
homogenisation of the research landscape while offering immense downstream
potential.

Large Language Models, such as ChatGPT, are closely related to generative Al
and are critical tools in generative Al research. They have the ability to under-
stand and produce natural language, making them capable of handling complex
tasks like text generation, translation, language processing, and even question-
answering systems. By utilizing large amounts of training data and recognizing
patterns and relationships in natural language, LLMs can push the boundaries
of generative Al and enable new areas of application.

Our research endeavors to offer an in-depth understanding of LLMs, their under-
lying Transformer architecture, and associated scaling phenomena and prompt-
ing roles in model training. We analyse both the benefits and drawbacks of these
models, assessing their impact on performance and accuracy. These insights
contribute to a comprehensive understanding of LLMs, including their potential



and limitations.

Our investigation shows that model optimization has often been neglected in
the past, and the descriptions of Transformer architectures in the literature are
often incomplete or different, leading to uncertainties in implementation. How-
ever, there are ways to improve and optimize existing architecture decisions.
Additionally, systematic probing experiments have explored the performance
of current models and highlighted their limitations.

Publications

https://www.alexandria.unisg.ch/entities/person/Siegfried_Handschuh/publications



Foundations of Computation, Anna-Lena Horlemann

The group for Foundations of Computation is engaged in research and teaching
in the areas of theoretical computer science, coding theory, cryptography and
algorithmic mathematics. With our research results we aim to improve digital
communication technologies in their reliability, efficiency and security.

Team

In February 2024 Dr. Carlos Vela Cabello joined us as a Postdoctoral researcher
and teaching assistant. Furthermore, Dr. Hassan Ou-azzou joined our group as
a Postdoctoral researcher in September 2024. He is paid by a Swiss Government
Excellence Scholarship. The other team members, i.e., the head of the chair as
well as the doctoral researchers Marc Newman, Nadja Willenborg and Adrien
Pasquereau remained unchanged.

Research

Inthe field of coding theory we submitted our results on sequential locally recov-
erable codes (SLRCs) to the journal Designs, Codes and Cryptography. Further-
more, the chair presented the results on the subfield metric and quantum error
correction at the international conference Combinatorics in Italy. Moreover, we
started working on a new project on LCD (linear complementary dual) codes
with our project partner Prof. Dr. Javier de la Cruz from Barranquilla, Colombia.
In June, Prof. de la Cruz visited us in St. Gallen for three weeks, while our two
team members Marc Newman and Dr. Carlos Vela Cabello went to visit him in
Colombia in November, to work on the research project together.

In the area of post-quantum cryptography, we derived several results in our
project on the connection of lattices in the Manhattan norm (or [_1 norm) and
modular integer codes in the Lee metric. We presented the results at the con-
ferences CBCrypto 2024 (Zurich, Switzerland) and Combinatorics (Brindisi, Italy).
Together with our coauthors from Quantinuum (UK) and Monash University (Aus-
tralia) we submitted a paper about these results to the journal Designs, Codes
and Cryptography.



The chair was invited as plenary speaker at the attacc workshop and the Munich
Workshop on Coding and Cryptography (MWCC), both in Munich, Germany, to
speak about recent results in code-based cryptography in various metrics.

The head of the group was one of the main organizers of CBCrypto 2024, an
affiliated event of Eurocrypt 2024 in Zurich, one of the largest and most impor-
tant annual conferences in cryptography. The conference was very successful
with the highest number of participants and submitted talks in the history of
CBCrypto. After the conference the organizers edited a conference proceedings
volume as part of the Springer Lecture Notes in Computer Science (LNCS) se-
ries. Moreover, the chair of the group was one of the supporting organizers of
the Virginia Tech - Swiss Coding Theory and Cryptography Summer School and
Collaboration Workshop in Ticino, Switzerland. This workshop brought together
many junior and senior researchers from all over the world to work together on
various open questions in coding theory and cryptography.

Projects

We acquired the following grants for our research projects:

+ Grundlagenforschungsfond (GFF) project on Gray maps in code-based cryp-
tography, by the University of St.Gallen.

+ Leading House Latin America — Research Partnership Grant on Neighbors
of linear complementary dual (LCD) codes.

« SNF-FWO-Weave project on Finite geometry applications to coding theory
and cryptography.

Teaching

In 2024 the group taught several courses in various degree programs of the Uni-
versity of St.Gallen. These include Fundamentals of Computer Science and Dis-
crete Mathematics in the Bachelor of Computer Science, as well as Mathematical
Tools for Data Science as electives for other schools at Bachelor level, and In-
troduction to Cryptography and Cybersecurity as an elective for other schools
at Master level. Furthermore, we offered a Master of Computer Science elective

10



course on Information Theory and Channel Coding and a PhD seminar on Error
Correcting Codes and Their Application in the fall semester.

Additionally, the group supervised two Master’s theses (and co-supervised two
more) and one Bachelor project at the School of Computer Science, as well as
several undergraduate theses at the School of Economics and Political Science
(SEPS).

Lastly, the chair taught courses on blockchain technology in the two HSG exec-
utive education programs Innovation in Finance and Blockchain Finance.

1



Interactions Research Team, Simon Mayer

The Interactions Research Team# investigates technology-mediated interactions
in complex socio-technical systems. Within this broad field, we are interested
in a great many aspects of the interaction of (computer) systems with other
systems as well as with people, and specifically in pervasive computing environ-
ments.

Figure 2: Most members of the Interactions Research Team in 2024.

Ongoing PhD Theses

In our group, the PhD work of Danai Vachtsevanou is on the bridging of
affordance-driven and hypermedia-driven interaction in the design of adaptive
interfaces for human and artificial agents in Web-based Multi-Agent Systems
while Jéremy Lemeée studies how heterogeneous agents can combine their own
specialized knowledge and cognitive abilities in order to improve collaboration
efficiency. Based on a fascination for bio-inspired technology in general and
its application to software specifically, Alessandro Giugno is working on socio-
technical systems as well, and currently applies this to the design and creation
of information management systems for circular economy and sustainability.
And Ganesh Ramanathan is striving to achieve autonomy in industrial control
systems by making system and domain knowledge accessible to the automation
agents, with a specific focus on autonomous buildings.

More autonomous systems might behave in a way that is not so intelligible
for their human users, and hard to interpret for other machines—hence, San-

“https://interactions.ics.unisg.ch
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jiv Jha works towards explaining contextual influences on the behavior of cyber-
physical systems using multimodal scene understanding. Turning more towards
people, Damian Hostettler investigates how the behavior of an industrial robot
can be adapted to the implicit and explicit responses of humans to promote sat-
isfactory human-robot interactions. Such personalization also features heavily
in Jannis Strecker’s research—Jannis studies how ubiquitous personalization sys-
tems can make our interactions with our environment more efficient, safer and
more inclusive, and how they can be built in a responsible and societally benefi-
cial way. Luka Bekavac’ focuses on understanding and addressing the systemic
risks posed by Very Large Online Platforms, combining methods from technol-
ogy law, computer science, and social sciences to study how platforms’ person-
alized recommender systems influence us, while developing tools to enhance
transparency and accountability in their operation. Benefitting individuals and
society isalso core to Jing Wu: Her research work is about analytics-based behav-
ior interventions to promote human health, specifically in the fields of nutrition
and ambient lighting.

To support bringing our research to practice, Lukas Eichelberger is our team’s Re-
search Entrepreneur—he is interested in exploring the commercial potential of
newly emerging technologies and is particularly engaged in the fields of robotics
(e.g., for Understanding Robots) and applications in the field of healthcare. And
Jan Albert is a software developer who maintains our lab’s infrastructure and
supports other team members in their research work wherever possible.

Postdoctoral Researchers

Kimberly Garcia designs and studies systems that we refer to as Digital Com-
panions; these are created to assist and protect their users while being aware
of their privacy, and Kim uses a combination of machine-learning systems and
symbolic approaches such as Knowledge Graphs in neuro-symbolic ensembles
to achieve this. And Kenan Bektas brings in the human eye—quite literally, as
since his PhD and during his postdoctoral studies he has been using eye tracking
as an interaction mechanism and to study the workload of operators in human-
robot interactions. All our work interacts with society and societal processes,
and hence regulation is a cross-cutting aspect—Clement Guitton brings in this
dimension: He investigates the extent to which regulations (standards, laws,
etc.) can and should be turned into an automatically processable format, for in-
stance to automate compliance or facilitate their comprehension via querying
possibilities.

13
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Finally, our group is comprised of Andrei Ciortea and Simon Mayer. Andrei is As-
sistant Professor for Web-based Systems and his research focuses on designing
a new class of Web-based multi-agent systems (MAS) that inherit the architec-
tural properties of the Web, preserve the properties of MAS, and are human-
centric. And Simon is fascinated by the integration of concepts and approaches
from across the fields of pervasive computing, hypermedia, human-computer
interaction, and embedded systems to realize ideal interfaces between ubiqui-
tous machines and animals.

Teaching

Our group offers a series of challenging but rewarding courses on the topics
of Ubiquitous Computing and Web-based Autonomous Systems as well as intro-
ductory courses to Computer Systems, Computer Networks, Distributed Systems,
and Computer Science. In addition to the supervision of many Bachelor and Mas-
ter theses, in the year 2024 our group’s teaching comprised 10 courses that were
attended by more than 1200 students in total. Overall, we are active in seven dif-
ferent degree programs at the University of St.Gallen and several of our courses
are open to all students of the university. Abroad and at HSG, we again received
very good student evaluations across all our courses, where specifically our BCS
and MCS courses stood out with excellent evaluations.

Research

Our team engages in two overlapping research fields. On the one hand side, we
are investigating Systems and People in Ubiquitous Computing Environments.
During the year 2024, we further deepened our expertise and increased our re-
search output across the topics of novel user interfaces for pervasive computers,
reasoning and explainability of (and in) ubiquitous computing environments,
and on user trust in pervasive computing systems (especially robotics). We con-
tinued our collaboration with Inselspital Bern on the FoodCoach# system and
application, and deepened our collaboration on automatically processable reg-
ulation with Prof. Dr. Aurelia Tamo-Larrieux at Maastricht University. Our sec-
ond major area of interest are World-Wide Autonomous Systems. In this field,
we are investigating interactions of autonomous agents with each other, with
their environment, and with people, where we continued our exploration of the

Shttps://foodcoa.ch
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application of concepts from ecological psychology to the interaction of artifi-
cial agents. Bridging with ubiquitous computing, we furthermore continued our
investigation of the deployment of autonomous agents in embedded and low-
power systems, and we remain active in the field of interoperable Web of Things
systems. Across these research fields and in the context of several funded re-
search projects, our group has in the year 2024 made contributions to publishing
27 research articles at international journals, conferences, and workshops.
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Cyber Security, Katerina Mitrokotsa

The Chair of Cybersecurity & was established in August 2020 and joined the In-
stitute of Computer Science in February 2022. Our main research interests are
centered around Information Security and Applied Cryptography, with the larger
goal of safeguarding communications and providing strong privacy guarantees.
More precisely, we are committed on contributing important advances in sev-
eral areas of cybersecurity and applied cryptography, a subset of which include:
secure multi party computation, verifiable computation and privacy-preserving
and reliable authentication.

The Cybersecurity group at the Institute of Computer Science in St. Gallen has
made significant contributions to the field of Cybersecurity and Applied Cryptog-
raphy through their teaching, research, and outreach efforts. Furthermore, the
group’s commitment to interdisciplinary collaboration has resulted in fruitful
collaborations with other leading cybersecurity and applied cryptography labs
in the world (e.g., TU Darmstadt and KIT (Germany), EURECOM (France), Aurhrus
University (Denmark) and IIT Delhi (India)).

Team

In 2024 the Cybersecurity group at the University of St. Gallen consisted of 12
group members, including Prof. Katerina Mitrokotsa. The group was made up
of seven Doctoral Researchers, Nan Cheng, Johannes Ottenhues, Liujun Yu and
Jenit Tomy who continued on their work from the previous years, and Florias Pa-
padopoulos, who joined us in January 2024 and Wilson Tsuata and loannis Katis
who joined in the fall. Furthermore, two post-doctoral researchers continued
their work during 2024 i.e. Dr. Uddipana Dowerah until the end of Aug. 2024 and
Dr. Novak Kaluderovic, until October 2024. In addition Dr. Subhranil Dutta has
joined our group in June 2024 a graduate from IIT in India, who also received
the prestigious ESKAS (Swiss Government Excellence Scholarship) postdoctoral
fellowship. It is worh mentioning that in Dec. 2024 the doctoral researcher of
our group Johannes Ottenhues submitted his thesis on the topic Cryptographic
Protocols for Biometric Authentication.

®https://cybersecurity.unisg.ch
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Research

The research of the cybersecurity chair focuses on all aspects of information and
security and applied cryptography and especially on the design of efficient and
robust cryptographic protocols and primitives that can be employed in realistic
settings (e.g. resource constrained devices, smart phones, sensors etc.) and
can be employed for outsourcing sensitive data and computations to untrusted
cloud servers.

During 2024, our group published 10 research papers and book chapters that ap-
peared in well-known venues in cybersecurity and cryptography including ACM
Asia Conference on Computer and Communications Security (AsiaCCS) 2024, Pro-
ceedings of Privacy Enhanced Technology (PETS 2024), IEEE European Sympo-
sium on Security and Privacy (Euro S&P) 2024, SAC (International Conference on
Selected Areas of Cryptography) 2024, PKC (International Conference on Practice
and Theory of Public-Key Cryptography) 2024, SCN (International Conference on
Security and Cryptography for Networks) 2024, GI-Sicherheit 2024 while some
papers submitted in 2024 were recently accepted papers in PKC 2025 and Theo-
retical Computer Science (Elsevier, 2025). In these works, we mainly proposed
cryptographic protocols and cryptographic primitives that can be employed to
guarantee secure and efficient computations when multiple parties are involved
in the process and the corresponding data need to remain private, with applica-
tions to secure and privacy-preserving inference in machine learning as well as
secure and private aggregation statistics and access control, privacy-preserving
biometric authentication, and distributed cryptographic primitives such as dis-
tributed threshold signatures, and multi-client functional encryption.

More precisely, we focus on designing provably secure cryptographic protocols
and primitives:

- to guarantee reliable and privacy-preserving authentication (e.g., access
control systems, electronic payments) relying for instance on biometric
templates (e.g. fingerprints, voice recordings) and passwords.

- guarantee that data generated by individuals remain private, while still
being useful in order to compute values on them (e.g., compute aggregate
statistics for health diagnostics, financial transactions etc.).

In more details, we are interested in the design of provably secure crypto-
graphic protocols that can be employed for reliable authentication (i.e., autho-
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rise only legitimate users to services and/or places) as well as cryptographic
protocols and primitives that can be employed for secure and private cloud-
assisted computing and machine learning algorithms. In the latter case, we de-
sign cryptographic protocols that allow us to check (control) the computations
performed by untrusted cloud servers and make sure that our sensitive data
are not leaked. In addition, we are working on network security problems e.g.,
privacy-preserving routing and detecting attacks in communication networks.

During 2024, we were involved in three main funded research projects: the
GFF project "Secure and Private Aggregation for Federated Learning”, as well
as the project "Enhanced Data Privacy” supported by the Hasler Stiftung and
the project "Reinforcing Privacy in Cloud Computing via Unbounded Attribute-
based Quadratic Functional Encryption and its Applications” funded by the pres-
tigious ESKAS (Swiss Government Excellence Scholarship) postdoctoral fellow-
ship awarded to Dr. Subhranil Dutta.

In addition we focused on finalising research results relevant to the recently
finalised EU-Project TReSPAsS-ETN as well as the recently finalised project "Pri-
vate, Robust, and Efficient Computation of Aggregate Statistics” funded by Arma-
suisse. It is worth mentioning that in 2024 a member of the Cybersecurity chair,
the doctoral researcher Florias Papadopoulos was awarded the prestigious
and competitive CyberDefence (CYD) doctoral fellowship in the topic "Privacy-
preserving primitives for proximity tracing and collision avoidance” that will run
for four years since Feb. 2025.

« In the project supported by the Hasler Stiftung "Enhanced Data Privacy”,
we aim to address the growing concern of data privacy in today’s intercon-
nected world. The implementation of data privacy regulations, like the
EU’s General Data Protection Regulation (GDPR), highlights the need for
privacy-preserving solutions in data analysis and processing. Further, the
advent of cloud services has resulted in a significant transformation in
the processing and utilization of data. Many applications use cloud ser-
vices due to its widespread availability and accessibility of resources cou-
pled with a reduction in computationally-intensive tasks. However, with
the ever-increasing risk of cyber-attacks, the use of cloud computing also
poses a risk of exposing sensitive data to third-party service providers. To
mitigate this risk, data is often stored in encrypted form in the cloud. Yet,
the major challenge lies in performing computations or processing on this
encrypted data without compromising its privacy. Our research will pri-

"https://www.trespass-etn.eu
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marily focus on exploring the application of Functional Encryption (FE) as
a powerful cryptographic tool to address these privacy concerns and en-
able secure data processing and analysis in such cloud-based scenarios.
FE is an advanced cryptographic primitive that offers fine-grained access
control over encrypted data. We will use a special type of FE called Inner
Product Functional Encryption (IPFE) as our building block. The project fo-
cuses on two critical applications of IPFE: (i) privacy preserving proximity
testing, and (ii) secure and private aggregation statistics.

The GFF-project "Secure and Private Aggregation for Federated Learning”
started in 2023 and has a duration of two years. The main goal of this
project is to provide secure and privacy-preserving aggregation protocols
while providing privacy, security and efficiency of the aggregation process
and making sure that the involved clients/servers do not tamper with the
aggregation process. More precisely, our aim is to make good use of the
distributed data without having to compromise user privacy and security.
Our goal is to establish a foundation for secure, private and efficient aggre-
gation that enable robustness of the whole process both from the clients’
as well as the servers’ side. To achieve the latter we investigate post-
quantum zero knowledge proofs and how to integrate them in the aggre-
gation process without compromising the efficiency of the designed pro-
tocols. Our research results have already been solidified in a paper that is
currently under submission and another one that is under preparation.

The ESKAS funded project "Reinforcing Privacy in Cloud Computing via Un-
bounded Attribute-based Quadratic Functional Encryption and its Appli-
cations” has started in Sept. 2024 and will run for one year. Quadratic
Functional Encryption (QFE) is a prominent cryptographic technique that
enables authorized users to compute quadratic functions over encrypted
data without having access to the underlying plaintext. It has numerous
uses in fields including finance, healthcare, and joint research, where it is
crucial to do selective data computations without compromising the se-
curity of all data. This project aims to design an attribute-based UQFE
(UABQFE) to provide finer access control over decryption.

The EU-Project TReSPAsS-ETNE (TRaining in Secure and PrivAcy-preserving
biometricS) funded by the Marie-Sklodowska-Curie Innovative Training
Network was officially finalised in 2023. Research results of this project
where disseminated in 2024. More precisely, as part of this project, we de-

8https://www.trespass-etn.eu
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signed cryptographic protocols as well as cryptographic primitives (i.e., el-
ementary building blocks from which cryptographic protocols can be built)
to make sure that the authentication process is accurate but the biometric
information remains private and confidential and hidden from untrusted
servers and service providers. More specifically, our group performed re-
search connected to biometric authentication protocols, password based
authentication protocols and the modeling of security properties of these.
Results of this research project were accepted to multiple venues in 2024,
incl. the prestigious ACM AsiaCCS 2024, Sicherheit 2024 a book chapter
in the book "Privacy and Security Matters in Biometric Technologies” to be
published in Springer as well as an additional relevant research paper that
is currently under submission. It is important to mention that the PhD the-
sis of Johannes Ottenhues a doctoral student at the Chair of Cybersecurity
that was funded by the EU-Project TReSPAsS-ETN was also submitted in
Dec. 2024 and the PhD defence planned in the beginning of 2025.

The Armasuisse project "Private, Robust, and Efficient Computation of Ag-
gregate Statistics” was initiated in spring 2023 and was completed by the
end of the year. It is worth mentioning though that research results of
this project were published in 2024. The main goal of this project was to
provide robust, private and efficient computation of aggregate statistics,
without centralising the data of the aggregation process. More precisely,
our aim was to make good use of the distributed data without having to
compromise user privacy and security. Our work was focused on providing
efficient, privacy-preserving computation protocols that guarantee robust-
ness against malicious clients and/or servers while minimizing the depen-
dence on a single central authority; thus, reducing many of the systemic
privacy and security risks resulting from a centralised setting. Results of
this research project were published at the proceedings of the IEEE Euro-
pean Symposium on Security and Privacy 2024.
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Teaching

Our Chair offers multiple courses in the area of Cybersecurity and Applied Cryp-
tography. During 2024 the Cybercecurity chair offered five courses for the Mas-
ter level, two for the Bachelor level and two PhD courses. The courses were
taught at the Computer Science Master program and the Master in Business In-
novation (MBI) program at the University of St. Gallen as well as the Contextual
study program. The courses at the bachelor level are taught at the Bachelor
of Computer Science. More precisely, the mandatory course in Cyber Security
was taught to the Master in Computer Science students for the fourth time. Fur-
thermore, the Chair of Cybersecurity offered the elective course at the Master of
Computer Science Secure and Private Computing. The group also supervised two
students performing their Integrative Master Project in the area of Cybersecurity
and applied Cryptography. In addition, the mandatory course Cybersecurity was
taught to the Bachelor in Computer Science students for the first time as well
as the elective course Security Protocols and Applications. Furthermore, the
group offered one course to students of the Master in Business Innovation the
Cybersecurity and Privacy course as well as the Contextual studies course Data
Security and Privacy. During 2024, two PhD-level courses were offered to fur-
ther strengthen the knowledge within Security & Privacy to the PhD-Students at
the Doctoral School of Computer Science. Based on the received feedback and
course evaluations the courses were well acknowledged and highly appreciated
by the students, while one Master student of computer Science finalised his mas-
ter thesis under our supervision. It is important to note that this master student
is currently a doctoral student (loannis Katis) at the Chair of Cybersecurity.

QOutreach

During 2024, the Chair of Cybersecurity has hosted the Swiss Crypto Day 2024 £
hosted at the University of St. Gallen and Prof. Mitrokotsa was the main organ-
iser. Swiss Crypto Day is a high-profile event that allows the exchange of the
main research results of prominent researchers and practitioners in cryptogra-
phy that are active in Switzerland. This event was held for the first time in 2019
at the University of Bern and subsequently in 2023 at ETHZ after a short pause
due to the pandemic. Swiss Crypto Day 2024 in St. Gallen included five differ-
ent sessions focusing on different trends and advances in cryptography such
as secure multi-party computation (SMPC), post-quantum cryptography (includ-

%https://swisscryptoday.github.io/2024/
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Figure 3: Group photo of the participants at the Swiss Crypto Day hosted at the
University of St. Gallen in Sept. 2024.

ing code-based and isogeny-based cryptography) as well as operating system
and software security, secure and private computing and zero-knowledge proofs.
The speakers included academics and industry experts from a variety of univer-
sities and organisations such as the University of Zurich, EPFL, ETHZ, University
of St.Gallen, USI, IBM and Kudelski.

Furthermore, members of our group have presented our recent results at this
Swiss flagship event for the community of Cryptography and Cybersecurity.
Members of our group have attended multiple conferences and summer schools
related to cryptography and cybersecurity and disseminated our research re-
sults i.e., including PETS 2024, AsiaCCS 2024, IEEE Euro S&P 2024, Swiss Crypto
Day 2024, TPMPC 2024, and the CISPA Privacy-Preserving Cryptography Summer
School 2024, Nordcrypt 2024, PKC 2024 and SAC 2024.

In addition, Prof. Mitrokotsa served as the track chair for Applied Cryptogra-
phy in the flagship conference ACM CCS 2024, while she has served as program
committee member of multiple top conferences in cybersecurity and applied
cryptography including AsiaCCS 2024, NDSS 24, and ACNS 2024. During 2024, Prof.
Mitrokotsa has served as evaluation committee member of two PhD theses in
area of privacy preservation and applied cryptography: one at NTNU (Norway)
and one at Linkoping University (Sweden).

Since November 2022, Prof. Katerina Mitrokotsa is a member of the Sounding
Board Researchers of the Swiss National Open Research Data Strategyld. The

Ohttps://akademien-schweiz.ch/en/themen/scientific-culture/open-science/
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main task of the Sounding Board Researchers is to advise both the Swiss Na-
tional Open Research Data Strategy Council and the Open Research Data Coor-
dination Group by responding to their questions and issuing recommendations
to enable the participation of research communities in the further development
of the Swiss Open Research Data landscape. She continued her work at the Swiss
National Open Research Data Strategy in 2024. Furthermore, she joined the In-
formation Security Board of the University of St. Gallen in 2024.

In addition, the Chair of Cybersecurity, has continued the collaboration with the
Cyber Defence (CYD) Campus of Switzerland. During 2024, Prof. Mitrokotsa and
a PhD student of our group (Mr. Florias Papadopoulos) has been awarded a CYD
doctoral fellowship with starting date in Feb. 2025.

Furthermore, Prof. Mitrokotsa and the Chair of Cybersecurity has continued her
participation at the SLICES Switzerland Association (SLICES-CHE which is estab-
lished in the context of the European SLICES project to establish a large-scale
research infrastructure for information and communication technologies. The
Association ambitions to support the participation of the Swiss research commu-
nity in this initiative and to take part in its governance process. Prof. Mitrokotsa
has also joined multiple strategic meetings of the SLICES-CH association.

In addition, the chair of Cybersecurity has hosted several visitors and top re-
searchers in the area of Cybersecurity and Cryptography that have also partici-
pated at the CSl seminar hosted at the School of Computer Science at the Univer-
sity of St. Gallen. Among the visitors are included Prof. Patrick Struck (Konstanz
University, Germany), Prof. Venkata Koppula (IIT Delhi, India), Dr. Julia Hesse
(IBM, Zurich), Dr. Tapas Pal (KIT, Germany), Prof. Giovanni Apruzzese (Univ. of
Lichtenstein), Matilda Backendal (ETH Zurich), Dr. James Hsin Yu Chiang (Aarhus
University, Denmark).

Finally, in 2024 Prof. Mitrokotsa joined the Ethics Committee of the University of
St. Gallen, the Information Security Board of the University of St. Gallen and the
Research Committee of the University of St. Gallen (as substitute member). Fur-
thermore in 2024 Prof. Mitrokotsa joined the Review committee of the School of
Computer Science for the evaluation of faculty members. In addition throughout
2024, Prof. Mitrokotsa continued to be a part of the Gender & Diversity Commis-
sion of the University of St. Gallen, which aims to further develop and ensure
equal opportunities, diversity and inclusion within the university.

"https://slices-ch.org
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Programming, Guido Salvaneschi

The Programming Group at the Institute of Computer Science conducts research
on advanced programming techniques aimed at improving the efficiency, main-
tainability, and security of software systems. Since February 2024, Prof. Sal-
vaneschi has assumed the role of Institutsleiter, succeeding Prof. Mayer.

Team Members

The Programming Group at the University of St.Gallen comprises four Ph.D.
students and two postdoctoral researchers. In addition, research scientist
Christoph Biihler supports the group’s activities. A new Ph.D. student, MSc
Jahrim Gabriele Cesario, joined the group in May 2024, followed by MSc Alexan-
der Stading in November 2024. Daniel Sokolowski successfully defended his
Ph.D. thesis, titled Reliable Infrastructure as Code for Decentralized Organiza-
tions, in April 2024 and subsequently joined Amazon Research. The group is
also supported by a student programmer who contributes to ongoing research
efforts. An additional Ph.D. student, supervised by Prof. Guido Salvaneschi, is
currently based at the Technical University of Darmstadt, Prof. Salvaneschi’s for-
mer institution.

The group’s research focuses on two main areas. The first is programming lan-
guage design and program verification, which are essential for improving the
reliability of (distributed) software applications. The second area involves lan-
guages and systems for infrastructure as code, contributing to the safety and
reliability of cloud computing systems.

Projects

The group successfully acquired several research projects in 2024, reflecting the
international recognition of its scientific contributions.

+ SNSF Consistency Programming for Local First Software (~1M CHF, 4 years)
is about developing a programming framework for distributed software
that is resilient to intermittent connectivity and still provides the correct
functionality if clients operate offline and reconnect later.
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« EU-HORIZON CAPE: European Open Compute Architecture for Powerful Edge
(~750K CHF, 3 years). CAPE aims to achieve European Digital Sovereignty
by shaping the next generation of edge-to-cloud computing systems. The
project seeks to position Europe as a leader in green cloud-computing in-
frastructure by reducing waste heat, increasing the reuse of waste heat
and cooling capacity, and integrating renewable energy sources

+ Cyber Defense Campus (CYD) Systematic Testing of Supply Chain Infras-
tructure Configuration (~75 CHF, 1 year). The project aims to design a test-
ing framework for infrastructure as code which is crucial to guarantee the
security and safety of cloud computing environments. The project was
concluded in December 2024.

In addition, the SNSF project Multitier Programming Above the Clouds, which
started in 2021 (~1M CHF, 4 years) entered its last year. The project so far
has led to numerous top-tier publications and the graduation of MSc Daniel
Sokolowski.

Teaching

The group offers a number of courses in the areas of programming languages
and software systems. In 2024, it delivered a total of five courses across various
programs at the University of St. Gallen.

In the first semester of the Bachelor’'s program in Computer Science, the group
teaches the course Introduction to Programming, where students learn the foun-
dations of programming using the Python programming language. In the second
semester, the group teaches the course Programming Methodology, which fo-
cuses on object-oriented programming in Java.

In Fall 2024, the group offered the course Introduction to Software Engineering
in the MBI program—an introductory course covering Java programming and ba-
sic application engineering. The group also taught a course on Programming
Languages in the Master’s program in Computer Science, providing an overview
of foundational concepts in programming language theory.

Additionally, in Fall 2024, the group introduced a new course titled Coding with Al,
focusing on novel programming techniques enabled by large language models.
The course was very well received and gave students the opportunity to explore
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cutting-edge methods for software development. It included several successful
guest lectures from industry professionals, such as Lize Raes (Naboo.ai) on A
Tour of Al-Powered Development, Beat Buesser (IBM) on Software Security with
Al, Florian Georg (Microsoft) on Building Innovation: How to Be a Software Engi-
neer in the Age of GenAl.

Finally, Prof. Salvaneschi contributed to the Executive Education program Data
Protection Officer DPO-HSG, offered by the Executive School of Management,
Technology and Law (ES-HSG) at the University of St.Gallen. He delivered lec-
tures in the module Fundamentals of Data Protection, specifically covering the
topic Introduction to Data Security.

Research

The group’s main research area lies in programming language techniques and
their implications for the development of software systems. More specifically,
the group focuses on two interconnected research lines.

The first research area addresses language design and program verification
for distributed systems. In this domain, the group develops programming lan-
guages that support the creation of distributed software that is more efficient,
secure, and maintainable. Additionally, the group is active in the development
of automated verification techniques tailored to the specific challenges of dis-
tributed systems.

The second research area focuses on a novel class of software applications
known as Infrastructure as Code (laC). These applications are responsible for se-
curely configuring infrastructural elements—such as networks, cloud resources,
or other software systems—rather than providing services directly. Given their
foundational role, the correctness of these applications is critical: a defect in
the configuration process can compromise entire system landscapes. The group
is currently investigating techniques for testing and verifying infrastructure as
code.

These research efforts have resulted in ten publications in 2024, including jour-
nal articles, conference papers, and book chapters. Among others, the group’s
work has appeared in highly prestigious venues such as PLDI, JSS, and TSE—
leading conferences and journals in the fields of programming languages and
software systems.
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Outreach and Academic Citizenship

The group is highly visible in the scientific community.

In 2024, Prof. Salvaneschi received the Ten-Year Most Influential Paper Award
for his paper REScala: Bridging Between Object-Oriented and Functional Style
in Reactive Applications, presented at the Programming conference.

Prof. Salvaneschi served as Program Co-Chair of the European Conference on
Object-Oriented Programming (ECOOP 2024), alongside Prof. Jonathan Aldrich
(Carnegie Mellon University). ECOOP is Europe’s longest-standing annual con-
ference on programming languages.

Prof. Salvaneschi is also a member of AITO (Association Internationale pour les
Technologies Objets), the organization that oversees the ECOOP conference se-
ries. Furthermore, he serves as Chair of the AOSA Steering Committee. AOSA
is a non-profit organization whose mission is to be the primary sponsor of the
Programming conference and to publish the Programming Journal.

In addition, Prof. Salvaneschi has been involved in several program commit-
tees in 2024, including: OOPSLA 2024 - ACM International Conference on Object-
Oriented Programming, Systems, Languages, and Applications, ISSTA 2024 - ACM
SIGSOFT International Symposium on Software Testing and Analysis, ICSME 2024
- IEEE International Conference on Software Maintenance and Evolution, ICSE
2024 - International Conference on Software Engineering (NIER Track).

Prof. Salvaneschi has also served as an external reviewer for several interna-
tional funding agencies in 2024, including: NSERC - Natural Sciences and Engi-
neering Research Council of Canada (Discovery Grants 2024), NKFIH — National
Research, Development and Innovation Office (Hungary), ETH Zurich - Young Re-
searchers’ Exchange Programme, Special 2024 Call Japan.

Since February 2021, Prof. Salvaneschi has been a member of the Advisory Board
of the Department of Computer Science at OST University of Applied Sciences,
Switzerland. As of June 2024, he also serves on the Scientific Committee of DIG-
ITAL SME (Brussels). The European DIGITAL SME Alliance is the largest network
of ICT small and medium-sized enterprises in Europe, representing over 45,000
companies.

In 2024, the group had the pleasure of hosting several renowned researchers,
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including Dr. Matteo Biagiola (USI), Dr. Thodoris Sotiropoulos (ETH), Dr. Luca Di
Grazia (USI), Dr. Zhang Chengyu (ETH).
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Human-Computer Interaction, Johannes Schoning

The Human-Computer Interaction (HCI) group at the Institute of Computer Sci-
ence in St. Gallen has made significant contributions to the field of HCI through
their teaching, research, and outreach efforts. With a focus on developing
novel user interfaces that empower individuals and communities, they have
published high-quality research in various outlets and acquired funding for
their projects. The group’s commitment to interdisciplinary collaboration has
resulted in fruitful collaborations with other leading HCI Labs in Europe and
within HSG. Again, their summer workshop, "CHI Together”, has promoted inter-
disciplinary exchange between PhD students, postdocs, and professors across
different schools [SRS24]. Johannes Schoning leads the group. The HCI research
group officially joined the institute in February 2022, after its establishment at
HSG in September 2021. As reported and outlined in the two previous reports,
the group has continued to lead HCl research in Switzerland and published a se-
ries of high-quality articles [SSGS24, SWA* 24, SRP*24, WKR* 24, SWS24, SNS*24,
SPK*24|, KSS24, SMW™24] as outlined below.

Team

Focusing on developing user interfaces that support individuals and communi-
ties with the necessary information to make informed, data-driven decisions,
the team comprises five PhD candidates and two PostDocs based at HSG in St.
Gallen. Additionally, one PhD candidate continues their research at the Univer-
sity of Bremen. Three members, Nadine Wagener, Evropi Stefanidi and Conrad
Zeidler, successfully graduated with their PhDs from the University of Bremen in
June 2024. Nick von Felten, a psychologist from the University of Basel, joined
the team in August 2024 as a new PhD student.

In mid-2023, Dr. Florian Mathis joined the team after graduating from the Uni-
versity of Glasgow, Scotland and spending time at Meta Reality Labs in Toronto,
Canada. With support from the HSG International Postdoctoral Fellowships pro-
gram (previously known as IPF, now Great Minds) and several collaboration part-
ners across Switzerland and Austria (e.g., SZBLIND, Lebenshilfe Vorarlberg), his
project focuses on developing assistive technologies aimed at enhancing the
daily lives of blind and low vision (BLV) people. His research combines cutting-
edge technology with well-established user-centred design methods to ensure
these solutions address the daily needs of BLV people. By collaborating with BLV
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people and experts in accessibility, engineering, and human-computer interac-
tion, Dr. Mathis is working to bridge the gap between innovation and practical
application. This research is a step towards creating an inclusive future where
both disabled and non-disabled people have access to the necessary technolog-
ical resources, enabling them to fully and independently engage in society.

Research

The 2024 research efforts of the HCI group at the University of St. Gallen closely
align with the mission to empower individuals and communities by co-creating
data-driven interfaces that support meaningful decision-making. This year’s re-
search underscores our commitment to developing user interfaces that respond
to human needs and enhance interaction with the technology itself, empower-
ing users across diverse activities. Our research explored navigation technol-
ogy'’s social impact and VR applications for emotional well-being, reflecting our
focus on understanding and supporting user experience in various contexts, in-
cluding geographic information science and personal well-being. The work on
foldable device interfaces and haptic VR shows our dedication to exploring the
interplay between rapid technological advancements and human needs, ensur-
ing that digital interfaces are adaptable, accessible, and beneficial to users. We
aim to create an understanding of user requirements in a broad range of con-
ditions, from everyday settings to extreme environments, and benefit from in-
terdisciplinary collaboration across Al, computer graphics, and cognitive psy-
chology. This year's research advances our mission to design interfaces that
facilitate more informed, empowered interactions with technology by applying
rigorous, user-centred methodologies and leveraging mixed methods. Our pa-
pers address current topics in HCI through a range of empirical and conceptual
methodologies, organised here into three thematic clusters: GeoHCl and Maps
and Spatial Interaction, Virtual Reality for Emotional Well-being Support, and
Advances in Haptic Interface Design. The published papers can also be found at
Alexandria B2,

GeoHCI and Maps and Spatial Interaction

The theme of GeoHCI and Maps and Spatial Interaction encompasses research
into the socio-spatial impacts of navigation technologies and the adaptation of

https://www.alexandria.unisg.ch/handle/20.500.14171/121076
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map apps for foldable device interfaces. The study by Schade et al. [SSGS24]
"Traffic Jam by GPS: A Systematic Analysis of the Negative Social Externalities
of Large-scale Navigation Technologies,” offers a critical analysis of the unin-
tended consequences associated with large-scale GPS use in local communities,
including increased traffic congestion, pollution, and accident rates. This study
identifies a clear need for new design frameworks to mitigate these externalities,
highlighting actionable design implications for navigation technology prioritiz-
ing community well-being. Savino et al. [SWS24] optimized mobile map apps for
foldable devices by examining the usability of map applications on dual-screen
interfaces enabled by foldable mobile devices. This study’s findings reveal that
adaptable layouts, such as split-screen navigation with turn-by-turn guidance
on one screen and a route overview on the other, can enhance user satisfaction
and functionality, addressing user needs in navigation and spatial interaction
on these novel devices.

Virtual Reality for Emotional Well-being Support

The second theme, Virtual Reality for Emotional Well-being Support, explores
VR's potential to facilitate emotional resilience, interpersonal understanding,
and conflict resolution. The TeenWorlds [SWA*24] framework offers a novel ap-
proach to fostering emotional communication among teenagers and their par-
ents or peers. The study demonstrates that VR can be a constructive tool for
supporting teenagers in expressing emotions, resolving conflicts, and enhancing
familial and peer relationships through immersive, collaborative experiences.
Complementing this work, the MoodShaper [WKR*24] system introduces a VR-
based approach for managing negative emotions through personalised virtual
environments that facilitate emotional regulation. Their findings underscore the
efficacy of VR as a technology-mediated space for emotion regulation (ER) that
fosters reflection and growth, especially in challenging emotional situations.
Both studies underline VR’s capacity to promote well-being and strengthen in-
terpersonal relationships by offering users immersive environments where emo-
tional engagement and reflection can occur in a supportive, structured man-
ner.
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Advances in Haptic Interface Design

The third theme, Advances in Haptic Interface Design, addresses new paradigms
in user interaction through innovations in haptic feedback, mixed reality, and
personalised behavioural interventions. Stellmacher et al. [SMW*24] investigate
using mobile devices as haptic interfaces in mixed reality, aiming to replace tra-
ditional controllers to sustain immersive haptic experiences. The study provides
valuable insights into users’ preferences and intuitive interactions with mobile
devices in mixed reality. It reveals three primary haptic exploration modes that
guide future mobile haptic interface design. Additionally, Stellmacher [SPK*24]
research on pseudo-haptics and vibrotactile feedback in VR explores dynamic
weight simulations, establishing effective methods for enhancing tactile realism
in VR through continuous control-display (C/D) ratio adjustments. However, vi-
brotactile feedback alone showed limited efficacy.

The DIY Digital Interventions framework [SRP*24] introduces the BC-TAP model,
a novel methodology that enables users to design and implement personalised
interventions for behaviour change. This approach to digital interventions al-
lows individuals to engage with technology in a way that directly aligns with
their personal goals, thereby offering a promising model for supporting sustain-
able behaviour change.

Our systematic review of autoethnographies in HCI [KSS24] provides an addi-
tional dimension to this theme, examining the role of autoethnographic method-
ologies in capturing personal perspectives within HCI research. This review iden-
tifies key contributions, themes, and methodological practices in autoethno-
graphic studies, advocating for broader adoption of this approach within HCI
to deepen the understanding of complex human-technology interactions.

In conclusion, the 2024 research of the HCI group at the University of St. Gallen
contributes substantively to the field of HCI by advancing our understanding of
technology’s socio-spatial impacts, the supportive role of VR in emotional well-
being, and innovations in interaction design. Most notably, we have received
Honourable Mention awards for two of our recent papers, a recognition that
highlights the impact and quality of our research within the academic commu-
nity.

Furthermore, our group has maintained a continuous presence at ACM CHI, our
flagship venue, for over a decade. These contributions demonstrate the group’s
dedication to addressing critical issues in HCI through user-centred, empiri-
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cally grounded research that informs future technological development and de-
sign.

Teaching

The HCl group has contributed to the curriculum at both bachelor’'s and master’s
levels, teaching mandatory courses that equip students with essential skills.
They have also facilitated master’s projects and supervised bachelor and mas-
ter theses in computer science and interdisciplinary programmes such as the
Master of Business Informatics (MBI).

One initiative we put forward in 2024 is the SQUALLY project, which began with
the Integrative Master’s Project by students Atilla Gueven and Phil Natter. We
developed an Al-based "soul” for the Navel Robot, a social robot, starting with
an interaction concept and progressing to a natural speech interface. By the
end of 2023, we successfully integrated their system into the robot. In 2024,
SQUALLY was introduced at SQUARE to provide an interactive assistant that en-
hances communication and efficiency.

Additionally, the Algorithms and Data Structures course is a core component of
the Bachelor's degree in Computer Science (BCS) at HSG and was taught by the
HCI group. This mandatory course integrates computer science education with
foundational business management skills, preparing students for technology
companies or IT project leadership careers.

The course covers essential concepts for developing efficient and scalable soft-
ware, including the design of large systems and various sorting algorithms. The
SQUARE environment enhances the learning experience, where outdoor lectures
encourage dynamic discussions and collaborative problem-solving. Students
engage in hands-on exercises to apply algorithms in sorting and searching tech-
niques.

Student feedback highlights a positive learning experience at SQUARE, with
many noting that the bright, open spaces contribute to an engaging and pro-
ductive atmosphere that fosters both engagement and effective learning out-
comes.
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QOutreach

The HCI group actively hosts events throughout the year to encourage interdis-
ciplinary collaboration among PhD students, postdoctoral researchers, and pro-
fessors from various academic backgrounds. In 2024, we held our annual CHI
together, which focused on developing publications for submission to the ACM
CHI conference, marking the third consecutive year for this collaborative event.
Additionally, we participated in the Open Square event in February 2024, where
we showcased two interactive VR demos.

Johannes Schoning stepped down as the president of the ACM SIGCHI chapter in
Switzerland. Collaborating with the School of Computer Science, the HCI group
coordinated the Computer Science Insights St. Gallen (CSI St. Gallen) talk series.
This series has featured nearly 50 speakers from industry and academia who
shared insights into computer science and presented their research findings and
best practices.

Our research article was featured on the SNF B (Swiss National Science Founda-
tion) start page, as well as in Neue Ziircher Zeitung (NZz) ¥ and other prominent
media outlets in Switzerland and beyond .

Bhttps://www.snf.ch/en/wbtr6U0YqfXJbV70/news/preventing-gps-caused-traffic-chaos

"https://www.nzz.ch/panorama/bitte-wenden-wenn-das-navi-chaos-verursacht-1d.
1854921

https://techxplore.com/news/2024-10-gps-traffic-chaos-personal-responsibility.
html
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Software Systems Programming and Development,
Barbara Weber

The chair deals with the development of adaptive software systems. This in-
cludes the integration of process-oriented information systems with the Inter-
net of Things as well as the development of neuro-adaptive software systems.
Furthermore, the chair conducts research on human and cognitive aspects of
software and process engineering. Moreover, Process Mining is an overarching
research area at the chair.

Team

The “Software Systems Programming and Development” chair began operations
in February 2019 and has since grown into a strong research team. Dr. Francesca
Zerbato, who has been working on process mining, was recently promoted to
Assistant Professor at Eindhoven University of Technology (TUE) and left our
team-we congratulate her on this achievement and wish her all the best in her
new role. Dr. Marco Franceschetti continues his research at the interface be-
tween Internet of Things (1oT) and Business Process Management (BPM) as part
of the SNSF-funded research project ProAmbitlon. Dr. Amine Abbad-Andaloussi
strengthens the team’s expertise in human and cognitive aspects of software
engineering. Dr. Hagen Volzer is Senior Project Manager since 2022, focusing
on Process- and Business Rule Mining. Prof. Dr. Ronny Seiger, as an Assistant
Professor, conducts research at the intersection of 10T, BPM, and Software Engi-
neering. The team also includes two PhD students: Thierry Sorg, who has been
researching neuro-adaptive software systems, and Lisa Zimmermann who has
been advancing research in process mining.

Teaching

Our teaching activities included the development and teaching of a mandatory
course (“Advanced Software and System Engineering”) in the Master of Computer
Science (since 2021 together with the chair of Interaction- and Communication-
based Systems), the two elective courses “Event-driven and Process-oriented
Architectures” and “Software Assessment: From Planning to Experimentation”.
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Moreover, we are responsible for the mandatory course “Entwurf von Soft-
waresystemen” (Design of Software Systems) taught to 3rd semester Bachelor of
Computer Science students and the newly developed mandatory course “Soft-
ware Engineering” taught to the 4th semester Bachelor of Computer Science stu-
dents. We also teach a newly developed elective course “Process Mining — Data
Driven Improvement of Business Processes” in the Computer Science Bachelor
program.

In addition, our teaching portfolio includes a course in the Master of Business
Innovation (“Event-driven and process-oriented applications for the IoT") in the
Spring 2024 semester, a course in the Entrepreneurial Informatics profile area of
the Bachelor of Business Administration (“Accelerating Digital Transformation
with Process Modeling, Automation, and Mining”) in the Fall 2024 semester, and
a Contextual Studies course (“Skrills: Interactive Information Visualization - From
Theory to Experiments”) offered to both Master and Bachelor students in the Fall
2024,

Furthermore, the chair is continuously involved in the supervision of Bachelor
and Master thesis inside and outside of the School of Computer Science, as well
as in the supervision of Bachelor Projects and Integrative Master Projects at the
SCS.

Since 2021, Barbara Weber also teaches the elective Coding for Executives in
the EMBA and IEMBA together with the chair Artificial Intelligence and Machine
Learning as part of the Executive Education. Complementing her teaching in
executive education, she has shared her insights over several weeks through a
series of key messages on Al and Machine Learning.

Research

Our research is currently focused on the development and evaluation of soft-
ware artifacts. The research covers topics in process mining, Internet of Things
as well as process model and source code analysis to develop event-driven soft-
ware systems that adapt to the user’s behavior and context. Our research is
supported by the Swiss National Science Foundation (SNSF) with two projects
ProMiSER8 and ProAmbitlon.

®https://data.snf.ch/grants/grant/197032
“https://data.snf.ch/grants/grant/208497
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Process Science as a Conceptual Foundation. Our research contributes to Pro-
cess Science, an interdisciplinary field that studies socio-technical processes—
coherent sequences of actions and events involving both humans and digital
technologies. In our paper, we discuss the increasing availability of digital trace
data and advancements in process analytics as new opportunities to under-
stand, optimize, and intervene in these processes [BAB*24]. This perspective
underpins our research across Process Mining, BPM & loT, and Human and Cogni-
tive Aspects in Software and Process Engineering, highlighting how digital trace
data can be leveraged for both automated and human-in-the-loop processes.

Process Mining. In 2024, we expanded our research in process mining, with
a particular focus on understanding and supporting analysts in exploratory
analysis tasks. The ProMiSE project, funded by the SNF and running since
2020 [zzvw23], remained central to our efforts, enabling us to generate further
insights into analysts’ behavior and challenges. Additionally, we worked on de-
veloping methodological and software-based solutions to enhance the quality
and efficiency of the analysis process.

Our work on the challenges faced by process mining analysts was published
in the Software and Systems Modeling (SoSyM) journal [ZZW24], offering an in-
depth examination of common hurdles and how they are navigated in practice.
Building on this, we are now focusing on proposing solutions for the most critical
of the 23 identified challenges.

One key contribution is a tool designed to help analysts systematically as-
sess and refine analysis questions, addressing a critical gap in process mining
projects [Zim244d]. Expanding on this, we are working on a conceptual extension
of the tool and a taxonomy for characterizing process mining analysis questions
in collaboration with Manuel Resinas from the University of Seville.

To address the challenge of losing track during process mining analysis,
we developed a framework to document, evaluate, and compare analysis
steps [ZFW24]. In exploratory process mining, analysts refine their understand-
ing by forming expectations and testing them through queries. Our framework
records queries and results, enabling systematic comparison and validation. Im-
plemented as a flexible Python library, it integrates into existing process mining
environments and enhances traceability and reflection on the analytical pro-
cess.
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Beyond these methodological advancements, we collaborated with Andrea Bu-
rattin’s research team at DTU on developing a distributed platform for process
mining [BKD*24]. Our contribution focused on addressing challenges related to
process mining pipeline setup, which often involves programming, manual con-
figuration, and concerns around privacy and intellectual property. As part of
our joint work we refined the architecture’s requirements based on real-world
process mining scenarios and validated its practical relevance.

Our collaborations extend to researchers from RWTH Aachen and the Fraunhofer
Institute for Applied Information Technology, where we have been working on
integrating visual analytics with process mining. A key outcome of this collab-
oration was the development and evaluation of a new visualization approach
to tackle the challenge of representing concurrency in process variant analy-
sis. Unlike previous methods, our visualization accounts for partially ordered
events, supporting both interval-based (start and end timestamps) and point-
based (e.g., only start timestamps) event representations [SZvZvdA24].

Beyond this specific visualization, we contributed to the broader discussion on
the synergy between visual analytics and process mining in the article “Visual
Analytics Meets Process Mining: Challenges and Opportunities” [MCSW24]. This
work explores how the combination of interactive visual data analysis and pro-
cess mining algorithms enhances the comprehension of complex information
structures and facilitates new insights. Together, these efforts highlight the po-
tential of visual analytics as a powerful complement to process mining, address-
ing key challenges in data exploration, interpretation, and communication.

As continuation of our work to discover complex business rules in process event
logs, we advanced our rule mining technology with a benchmarking study of
different rule mining pipelines [VHKO24].Additionally, in an effort to improve the
analysis of variety in event logs [SAA24], we have developed a new measurement
framework that captures and quantifies structural process variety and supports
process standardization. Moreover, we introduced a novel approach to generate
two-level process models from Ul logs, bridging the gap between task mining
and process mining [BV)*24].

While process mining has traditionally focused on highly structured and au-
tomated workflows, our invited paper [WAAF*24] to Evaluation of Novel Ap-
proaches to Software Engineering (ENASE) explores how digital trace data
can also be leveraged for human-centered processes. These include semi-
automated factory operations, healthcare processes, and process analysts’
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decision-making workflows.

Business Process Management and Internet of Things. In 2024, we contin-
ued our research on integrating Business Process Management (BPM) with the
Internet of Things (IoT) as part of the ongoing SNSF-funded ProAmbitlon project
(since 2022). The project’s goal is to enhance monitoring and validation of busi-
ness process executions using loT technologies.

In [SFAA24], we investigated how to leverage BPM technologies and microser-
vices to non-invasively augment legacy loT systems in the form of a smart factory
to accommodate their evolution needs. In the same context, we evolved the ex-
isting software architecture used to control our smart factory from a monolithic
structure to microservices [SM24].

Moreover, our work in the ProAmbitlon research project significantly contributed
to advancing the support to monitoring and tracking of activities, logging of pro-
cess histories, detecting and handling errors, and enabling human interactions
in legacy loT systems, thereby extending the system functionality and user ex-
perience as well as discussing ambiguities of activity detections [FBSW24].

Furthermore, we developed an extensible open-source tool allowing the eval-
uation of activity and sequence detection methods based on a customizable
set of metrics [KSFW24], thereby enabling a sophisticated analysis of loT-driven
process activity detection approaches.

In addition, in September 2024, we organized a data collection workshop with
students from the Joint Medical Master (JMM) in our healthcare lab setup. During
the workshop, the medical students simulated performing blood donations in
an loT-enriched environment. This allowed us to collect real 10T data recording
the execution of the blood donation process, as well as feedback and insights
from potential end-users of the monitoring and checking approaches developed
within the research project. We will use the collected IoT data to evaluate our
activity detection approaches in future studies.

Our work in the context of ProAmbitlon also got featured at HSG's new digital
platform “HSG at a Glance”&.

Expanding our smart factory lab setup, we successfully integrated additional

Bhttps://www.unisg.ch/en/hsg-at-a-glance/the-internet-of-things-and-the-real-world/
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robots and sensors using GreenBox project funding from HSG. This setup is now
actively used in student projects and teaching, including implementation sce-
narios discussed in [Sei24]. Furthermore, with the upcoming SNSF project on
sustainable software architectures for cyber-physical systems of systems, set
to begin in May 2025, we anticipate new opportunities for deeper investigations
in smart manufacturing software architectures.

Our research at the intersection of BPM and IoT also strengthened international
collaborations. As part of the Internet of Things and Processes working group,
we contributed to a book chapter discussing open challenges and a framework
for integrating IoT data with business processes [MSB*24]. Ongoing work fo-
cuses on developing a core metamodel for loT-driven process monitoring and
conformance checking. Furthermore, we remain committed to the community by
publishing new datasets publicly™. We also contributed to role-based process
modeling for 10T processes, developed with TU Dresden [SSFS24], and explored
sustainability aspects of loT-enhanced business processes with the University
of Valencia [AMS*24].

Following constructive discussions during the BPM conference, our network of
international research partners from other universities expanded further with
the exploration of synergies between our research at the intersection of BPM
and loT and ongoing research on BPM and Digital Twin (DT) technologies. This
materialized with the publication of a research manifesto outlining challenges
and opportunities opened up by the intersection of BPM, loT, and DT [FCDD*24]
and an article on digital twins of organizations and its implications on organiza-
tional design [LWBP24].

Human and Cognitive Aspects in Software and Process Engineering. Our re-
search in this area explores how individuals interact with software design ar-
tifacts, such as process models and source code, while carrying out different
tasks. Our approach is based on a multi-granular approach, integrating task
level coarse-grained assessments of cognitive load with fine-grained investiga-
tions into users’ visual behavior and its evolution over time.

Over the past year, our research has made significant progress in explaining the
cognitive challenges associated with process model comprehension. Through a
series of eye-tracking studies, we have examined key factors influencing compre-
hension including the nature of the task being performed [SAAW24, AASW244],

Yhttps://zenodo.org/communities/iopt
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the presence of ambiguities in process models [FAAS*24], and the role of model
layout [FSW24].

Regarding the task type, we investigated the cognitive and behavioral effects
of abstraction and fragmentation in modular process models [SAAW24]. Our
study demonstrated that global tasks (addressing several modules) are more
challenging to perform on modular process models compared to local tasks (ad-
dressing a single module). Furthermore, we found that local and global tasks en-
gage distinct cognitive and behavioral processes. Following up on this research,
we incorporated the task perspectives into our analysis, to consider both flow-
based tasks (focusing of procedural aspects of process models) and circumstan-
tial tasks (focusing on rules and constraints) [AASW24a]. Our findings revealed
that the task perspective influences the cognitive and behavioral effects of ab-
straction and fragmentation in modular process models. The insights gained
from both studies [SAAW24, AASW24a] have provided a comprehensive under-
standing of the interplay between task type, task perspective, and process mod-
ularization.

With regard to ambiguity in process models, we investigated the impact of dif-
ferent types of ambiguity (i.e., pragmatic, semantic, syntactic, and lexical) on
users cognitive load and visual behavior [FAAS*24]. Our results demonstrated
the negative effects of ambiguity. Moreover, we proposed a set of guidelines to
mitigate these negative effects, providing actionable recommendations to im-
prove process model clarity.

As for the role of layout, our collaboration with the University of Innsbruck and
the University of Haifa [FSW24], revealed key insights. Therein, our study showed
that pattern visibility aids control flow recognition, while directional changes
momentarily distract but do not hinder comprehension. The study also pro-
posed guidelines for automated layout tools to enhance readability.

Beyond these studies, we have made significant progress toward developing
a new generation of adaptive systems based on eye-tracking. As a key mile-
stone, we proposed a machine learning model capable of predicting users’ cog-
nitive processes, specifically, distinguishing between information search and
inference [AASW24b]. This model enables real-time detection of these cognitive
processes, allowing for targeted interventions to support users when challenges
arise in either process.
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Additionally, we have launched a new project funded by Leading House MENARI,
In this initiative, Amine Abbad-Andaloussi and researchers from Cadi Ayyad Uni-
versity in Morocco are exploring innovative approaches to enhancing e-learning
processes using eye-tracking technology.

Outreach and Academic Citizenship

The Chair has not only played a key role in the development of HSG, with Bar-
bara Weber serving as Vice-President for Education and Teaching (following her
tenure as Dean of Computer Science since 2020), but has also continued to en-
hance its visibility in 2024, contributing significantly to St. Gallen’s growing in-
ternational reputation as a hub for computer science.

Amine Abbad-Andaloussi was co-organizer of the 1st Workshop on Empirical Re-
search in Process Mining and Publicity Chair at the International Conference on
Process Mining (ICPM). Barbara Weber was also invited as keynote speaker at
the Research Challenges in Information Science (RCIS) 2024 conference on “BPM
in the Era of Al and Generative Al: Opportunities and Challenges” and Cooper-
ative Information Systems (CooplS) 2024 conference on “Machine Learning and
Generative Al in BPM: Recent Developments and Emerging Challenges”.

Since 2022, Barbara Weber has been serving on the SNSF evaluation panel for
Postdoc.Mobility Mathematics and Engineering (STEM-T). It is highly gratifying
that HSG’s Computer Science is represented at the national level through her
role. With her new position as Vice-President for Education and Teaching, she
has stepped back from the HSG-internal research commission.

Barbara Weber is now part of the Editorial Board of the journal “Software and
Systems Modeling”®l. Further, she is an Associate Editor part of the Editorial
Board of the journal “Business & Information Systems Engineering (BISE)” for
the “Business Process Management"2, a member of the Editorial Board of the
journal “Computers in Industry”B, part of the Editorial Advisory Board of the
journal “Information Systems”, and Associate Editor of the journal “Computing”.
Moreover, since 2023 she is a member of the editorial board of “Process Sci-
ence”. Furthermore, she co-edited a topic on the “Application of neuroscience

20See https://www.hes—so.ch/en/hes-so/about-us/international/leading-house-mena
Thttps://www.springer.com/journal/10270/editors

Zhttps://www.bise- journal . com/?page_id=20
Bhttps://www.journals.elsevier.com/computers-in-industry/editorial-board
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in information systems and software engineering” in Frontiers in Neuroscience
[PvBR*24].

Barbara Weber and Hagen Volzer are Senior Program Committee Members of the
International Conference of Business Process Management (BPM). Barbara We-
ber is also part of the International Conference on Advanced Information Sys-
tems Engineering (CAISE) Program Board and Steering Committee member of
both BPM and CAISE.

In 2024 we had the pleasure to host several researchers to work together on
topics of joint interest. This included professor Luciano Garcia-Banuelos, Luis
Armando Rodriguez Flores, and Astrid Rivera-Partida from the Tecnologico de
Monterrey in Mexico, Abel Armas-Cervantes from the University of Melbourne,
John Krogstie from the Norwegian University of Science and Technology, profes-
sor Manuel Resinas from the University of Seville, and Dr. Daniel Liibke, Lead
Software and Business Process Architect, and CEO of Digital Solution Architec-
ture GmbH. In August 2024, Barbara Weber and Marco Franceschetti were hosted
by Prof. Luciano Garcia-Banuelos for a week-long research stay at the Tecno-
logico de Monterrey - Campus Puebla, Mexico. During their research stay they
engaged in joint research activity with the team of Prof. Garcia-Banuelos and
gave a talk at the workshop “Computer Science can be fun” to promote the study
of Computer Science with the local students.
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